SAA-CO03: npakTnuHum TecT (65 NnnuTaHb)

OpwriHanbHi MUTaHHA y CTWAI icnUTy (He peanbHi NuTaHHA AWS). Cneply aan
BiZAMNOBIAI Ha BCi, MOTIM 3Bip i3 po3ainom «Bignosigi i noscHeHHA». OpieHTUP:
80%+ — rotoBuin A0 icNuTy. IHTEpaKTMBHA BepCis 3 TalMepPOM — Ha CaWTi,

BK/1aZKa «[ PaKTrKa».



MuraHHA

1. be3sneka
An application running on Amazon EC2 instances needs to read objects
from an Amazon S3 bucket in the same account. The security team
prohibits storing long-term credentials on the instances. What should a
solutions architect do?
3actocyHok Ha EC2 mae umtatn 06'ektin 3 S3 'y ToMy X akayHTi. Cny>c6a 6e3neku
3ab0poHsE 36epiraTv 4OBroCcTPOKOBI 06MIKOBI AaHi Ha iHcTaHcax. Lo 3pobuTtn?
A. Create an |IAM user, generate access keys, and store them in the
application configuration file.
B. Create an IAM role with read access to the bucket and attach it to the
instances through an instance profile.
C. Store IAM user access keys in AWS Secrets Manager and retrieve them
at startup.
D. Make the bucket public and restrict access with a security group.
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2. besneka

A company has 40 AWS accounts in AWS Organizations. The security team
must ensure that no member account can disable AWS CloudTrail or leave
the organization, even if an account administrator tries to. What is the
MOST effective solution?

Y komnaHii 40 akayHTiB B AWS Organizations. XXogeH member-akayHT He
noBrHeH Mat 3Moru BUMKHYTK CloudTrail abo BWIATK 3 opraHi3alii, HaBiTb
aAMiHicTpaTop akayHTa. flke pilleHHs HaredeKTUBHiILLe?

A. Attach a service control policy (SCP) to the organization root or OUs
that denies cloudtrail:StopLogging, cloudtrail:DeleteTrail, and
organizations:LeaveOrganization.

B. Create an IAM policy in each account that denies these actions and
attach it to all users.

C. Use AWS Config rules to detect when CloudTrail is disabled.

D. Enable AWS Security Hub in all accounts.

3. besneka
A company wants its employees to sign in once with their existing
corporate identity provider (Okta) and access multiple AWS accounts in
AWS Organizations with role-based permissions. Which solution requires
the LEAST operational overhead?
CniBpOBITHMKIN MatoTb BXOAUTU OAMH pa3 yepe3 koprnopatueHuii IdP (Okta) i
npautoBaTh B Kisibkox akayHTax AWS Organizations 3 ponboBuMUM NpaBamu. ke
piLLeHHs NOTPebye HaNMeHLLE onepaLiiHUX 3ycuab?
A. Create IAM users in every account and synchronize passwords with a
script.
B. Use AWS IAM Identity Center with Okta as the external identity
provider and assign permission sets to the accounts.

C. Use Amazon Cognito user pools federated with Okta.
D. Deploy AWS Managed Microsoft AD and create a trust with Okta.



4. besneka
A mobile app must let users upload photos directly to an Amazon S3

bucket. Each user must be able to write only to their own prefix. Users sign
in with social identity providers. Which solution should be used?
Mo6inbHUI 3aCTOCYHOK Ma€ 3aBaHTaxkyBaT GOTO KOPUCTyBadiB NpsimMo B S3.
KoxkeH KopurcTyBay MoXe nucatu avLle y CBi npedikc. Bxig — vepes
couMepexi. fike pileHHs obpaTn?

A. Embed an IAM user's access keys in the mobile app.

B. Use an Amazon Cognito identity pool to issue temporary AWS
credentials with an IAM policy that restricts access to the user's own
prefix.

C. Use a Cognito user pool and grant the user pool access to S3 with a
bucket policy.

D. Generate S3 presigned URLs in the mobile app by using the root user's
credentials.

5. besneka
A company stores sensitive data in Amazon S3. Compliance requires that
the company audit every use of the encryption key and control who can
use the key. Which encryption option meets these requirements?
KomnaHis 36epirae uytamsi gaHi B S3. Bumorn: ayamT KOXXHOro BUKOPUCTaHHS
KJ1FO4a LIJI/ICIprBaHHFl i KOHTPOJIb TOTO, XTO MOXX€E& HM KOPUCTYyBaTUCA. Akmn
BapiaHT WndpyBaHHSA NigXOANTL?

A. Server-side encryption with Amazon S3 managed keys (SSE-S3)

B. Server-side encryption with an AWS KMS customer managed key (SSE-

KMS)
C. Server-side encryption with customer-provided keys (SSE-C)

D. Client-side encryption with keys stored on an EC2 instance



6. besneka

An application on Amazon EC2 connects to an Amazon RDS for MySQL
database. The database password must be rotated automatically every 30
days without application downtime. What should the solutions architect
use?

3acTocyHok Ha EC2 migknrouaeTbes go RDS for MySQL. Maposb go B/, Tpeba
aBTOMATUYHO 3MiHIOBaATW KOXHI 30 AHIB 6e3 npocToto 3acTocyHky. Lo
BUYKOpUCTaTL?

A. An AWS Systems Manager Parameter Store SecureString parameter
B. AWS Secrets Manager with automatic rotation enabled

C. An encrypted file on Amazon EFS that a cron job updates

D. AWS KMS to generate a new password every month

7. be3neka
A web application behind an Application Load Balancer is receiving SQL
injection attempts and a high volume of requests from a small set of IP
addresses. What should a solutions architect do to protect the application
with the LEAST effort?
Be63actocyHok 3a ALB oTpumye cnpobu SQL injection i gy>ke 6arato 3anuTis 3
Kinbkox IP-agpec. Ak 3aXMCTUTM MOTO 3 HaMEHLIMMU 3YCUANAMMN?

A. Associate an AWS WAF web ACL with the ALB that uses managed SQL

injection rules and a rate-based rule.
B. Add deny rules for the IP addresses to the ALB security group.
C. Enable AWS Shield Standard on the ALB.

D. Deploy a Network Load Balancer in front of the ALB.



8. be3neka
A company must block traffic from one specific malicious IP address to all

instances in a subnet. What is the simplest solution?
Tpeba 3absokyBaTh Tpadik 3 OAHI€l WKiaAMBOI IP-agpecn [0 BCiX iHCTaHCIB Yy
nigmepexi. fike pilleHHs HannpocTie?

A. Add a deny rule to the security group of the instances.

B. Add an inbound deny rule for the IP address to the subnet's network
ACL.

C. Remove the internet gateway from the VPC.

D. Configure a Route 53 Resolver DNS Firewall rule.

9. besneka

EC2 instances in private subnets upload data to Amazon S3. The company
wants the traffic to stay on the AWS network and wants to avoid NAT
gateway data processing charges. What should the solutions architect do?

EC2 y nprBaTHUX NigmMepexkax 3aBaHTaXyroTb AaHi B S3. Tpadik Mae ntu
Mepexeto AWS, a nnatutu 3a 06pobky Tpadiky NAT Gateway He xoueTbcs. Lo
3pobutn?

A. Create an interface VPC endpoint for Amazon SQS.

B. Create a gateway VPC endpoint for Amazon S3 and add it to the route
tables of the private subnets.

C. Move the instances to public subnets.

D. Create a VPC peering connection to Amazon S3.

6



10. be3neka
A company wants to allow access to an S3 bucket only from its VPC

through a specific VPC endpoint. Requests from anywhere else, including
the internet, must be denied. How can this be achieved?
[octyn po S3-bucket mae 6yTn amwe 3 VPC komnaHii uepes koHkpeTHuiA VPC
endpoint. Yci iHWi 3anuti, 30KkpeMa 3 iHTepHeTy, Tpeba 3abopoHaTu. AK Le
3pobutn?

A. Configure a security group on the S3 bucket.

B. Add a bucket policy that denies all requests unless they come through

the specific VPC endpoint (aws:SourceVpce condition).
C. Enable S3 Block Public Access only.

D. Enable S3 Object Lock in compliance mode.

11. besneka
A company runs workloads in many AWS accounts. The security team
needs a central view of findings from Amazon GuardDuty, Amazon
Inspector, and Amazon Macie, plus automated checks against the CIS AWS
Foundations Benchmark. Which service should be used?
Poboui HaBaHTa)keHHs B HaraTbox akayHTtax. Ciyxc6a 6e3neku xoue 6aumntu
3Haxigkun GuardDuty, Inspector i Macie B ogHOMY MicLii Ta MaTy aBTOMaTWYHiI
nepesipkn CIS AWS Foundations Benchmark. flkmii cepsic obpatun?

A. AWS Config

B. Amazon Detective

C. AWS Security Hub

D. AWS Trusted Advisor



12. be3neka
A company must find and report personally identifiable information (PII)

stored in thousands of S3 buckets across its organization. Which service
should be used?

Tpeba 3HalnTK 1 Nokasatn nepcoHanbHi gaHi (Pll), wo 36epiratotbes B TMCAYax S3-
bucket no Bci opranisadii. Akuii cepsic BUKopuctatin?

A. Amazon Macie

B. Amazon GuardDuty
C. Amazon Inspector
D. AWS Audit Manager

13. besneka
A company needs to store encryption keys in a dedicated, single-tenant
hardware security module validated at FIPS 140 Level 3. The company
must have exclusive control of the keys. Which service meets these
requirements?
Kntoui wndpysaHHa Tpeba 36epiratv y BugineHomy (single-tenant) anapatHomy
mogyni 3 ceptudikadieto FIPS 140 Level 3, i kntoui maroTb 6yTn auiie nig
KOHTpOAeM KOMMaHii. AKunin cepsic NiagxoanTs?

A. AWS KMS with AWS managed keys

B. AWS Secrets Manager

C. AWS CloudHSM

D. AWS Certificate Manager



14. be3neka
A company is designing a VPC for a three-tier web application. The web

servers must be reachable from the internet only through a load balancer,
and the database must not be reachable from the internet. Which TWO
actions should the solutions architect take? (Choose TWO.) (O6epitb 2)
Mpoektyetbest VPC ana TpupiBHeBoro seb3actocyHKy. BebcepBepu MatoTb byTn
[OCTYMHI 3 iHTepHeTY iLle Yepes HanaHcyBanbHYK, a b/l — B3arani HegocTynHa
3 iHTepHery. Aki ABI aii BukoHaTtn? (ObepiThb ABI BiANOBIA.)
A. Place the Application Load Balancer in public subnets and the web and
database instances in private subnets.
B. Assign public IP addresses to the database instances and restrict them
with network ACLs.
C. Configure the database security group to allow inbound traffic only
from the security group of the web tier.
D. Place all tiers in a single public subnet to simplify routing.
E. Use a NAT gateway to allow inbound connections to the web servers.

15. be3sneka
A company uses an Application Load Balancer and needs HTTPS with a
certificate that renews automatically. What is the simplest solution?

MotpibeH HTTPS Ha ALB i3 cepTndikaTom, KNI MOHOBAFOETLCS aBTOMATUYHO.
flke pilueHHsA HaunpocTiwe?
A. Request a public certificate from AWS Certificate Manager (ACM) and
attach it to the HTTPS listener of the ALB.
B. Buy a certificate from a third-party certificate authority and upload it to
every EC2 instance.
C. Use a self-signed certificate on the ALB.
D. Store the certificate in AWS Secrets Manager and rotate it with a
Lambda function.



16. besneka
A company must retain financial records in Amazon S3 for 7 years. No one,

including the root user, may delete or overwrite the records during that
period. Which solution meets this requirement?

®iHaHcoBi 3anucu Tpeba 36epiratv B S3 7 pokis. HixTo, HaBiTb root, He Moxe
BUAANNTL UM nepe3anucaTu ix y Len nepiog. fke pieHHs Nigxoants?
A. Enable versioning and MFA Delete.
B. Enable S3 Object Lock in compliance mode with a 7-year retention
period.
C. Enable S3 Object Lock in governance mode.

D. Apply a bucket policy that denies s3:DeleteObject.

17. be3neka
Application servers must be administered without opening inbound SSH
ports or managing bastion hosts. All session activity must be logged. What
should the solutions architect recommend?
CepBepu Tpeba agMiHicTpyBaTh 6e3 BiakpuTx SSH-nopTiB i 6e3 6acTioHiB, a BCi
cecii matoTb nioryBatucs. LLlo nopekomeHayBaTtn?

A. Use EC2 Instance Connect with a public IP address on each instance.

B. Use AWS Systems Manager Session Manager with session logging to

Amazon S3 or CloudWatch Logs.
C. Create a Site-to-Site VPN and use SSH over the VPN.

D. Enable EC2 serial console access for all instances.



18. be3neka
A SaaS vendor needs access to resources in a customer's AWS account.

The customer wants to grant access without sharing long-term credentials
and wants to prevent the confused deputy problem. What should the
customer do?
SaaS-BeHAOpPY NOTPibeH JOCTYyN A0 PecypciB B akayHTi KnieHTa. KnieHT He xoue
nepesaBaTy 4OBrOCTPOKOBI KU 1 XO4Ue 3axXMcTuTumcs Big npobaemu confused
deputy. LLlo 3pobutn knieHTy?

A. Create an IAM user for the vendor and share its access keys.

B. Create an IAM role that the vendor's account can assume, and require

an external ID in the role's trust policy.
C. Invite the vendor's account into the customer's organization.

D. Share the root user credentials protected by MFA.

19. be3neka
A company wants to ensure that all new Amazon EBS volumes in a Region

are encrypted, without changing any deployment scripts. What should the
solutions architect do?
Yci HoBi EBS-ToMU B perioHi MatoTb 6yt 3alumdppoBaHi, ane ckpuntu
PO3ropTaHHsA 3MiHIOBaTK He MoXHa. Lo 3pobutn?

A. Enable EBS encryption by default for the Region.

B. Create an AWS Config rule that deletes unencrypted volumes.

C. Add encryption parameters to every CloudFormation template.

D. Use SSE-S3 for the EBS volumes.



20. be3neka
For data residency reasons, a company wants to restrict all accounts in its

organization to only the eu-central-1 and eu-west-1 Regions. What should
the solutions architect implement?
Yepes BMMOrn A0 PO3MILLEHHA AaHWX YCi akayHTW OpraHisauii MatoTb npaLroBaTm
e B perioHax eu-central-1 i eu-west-1. LLlo BnpoBaanti?

A. 1AM policies in every account that deny other Regions

B. An SCP that denies actions when aws:RequestedRegion is not one of

the approved Regions, with exceptions for global services
C. AWS Config rules that alert on resources in other Regions

D. VPC endpoint policies

21. BiamoBocTiliKicTb

A company runs a web application on a single EC2 instance, and its MySQL
database runs on the same instance. The company wants high availability
with minimal application changes. Which solution meets these
requirements?

Beb3actocyHok i MySQL npautotoTs Ha ogHoMy EC2. MNMoTpibHa BMcoka
[LOCTYMHICTb 3 MiHIMaNbHMMW 3MiHaMU B 3aCTOCYHKY. flke pilueHHs NiaxoanTb?

A. Move the database to Amazon RDS for MySQL Multi-AZ, and run the
web tier in an Auto Scaling group across multiple Availability Zones
behind an Application Load Balancer.

B. Take daily snapshots of the instance and restore them in another
Availability Zone when needed.

C. Increase the instance size and enable detailed monitoring.

D. Move the application to a larger instance in a cluster placement group.



22. BigmoBocTilikicTb

An order processing system receives unpredictable spikes of orders. The
backend sometimes fails under load, and orders are lost. What should the
solutions architect do to decouple the components and prevent order
loss?

Cnctema 06pobkm 3amMoBAEHb OTPUMYE HenepeabauyBaHi Niku. bekeH nig
HaBaHTaXKeHHAM Majae, i 3aMOBJ/IEHHA rybnaTbcs. K po3B'a3aT KOMMOHEHTU 1
He BTpayaTu 3aMOB/IEHHA?

A. Send orders to an Amazon SQS queue, have the backend workers poll
the queue, and scale the workers based on the queue depth.

B. Increase the size of the backend instances.

C. Use Amazon SNS to push orders directly to the backend instances.

D. Store orders on instance store volumes until they are processed.

23. BiamoBocTilikicTb

Consumers sometimes process messages from an Amazon SQS queue
twice. Processing one message takes up to 2 minutes. The visibility
timeout of the queue is 30 seconds. What should be done?

CroxwuBaui iHogi 06pobastoTb NoBigomMaeHHs 3 SQS agivi. Obpobka ogHOro
NoBIZOMAEHHA TPMBAE A0 2 XBUAWH, Visibility timeout ueprn — 30 cekyHg, Lo
3pobutn?

A. Increase the visibility timeout of the queue to longer than the
maximum processing time.

B. Switch to long polling.

C. Reduce the message retention period.

D. Configure a delay queue of 15 minutes.
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24. BigmoBocTiliKicTb
A financial application must process transactions in the exact order in

which they are received and must never process a transaction more than
once. Which configuration should be used?
®iHaHCOBMI 3aCTOCYHOK MaE 06pobAsTM TpaH3aKLLl CTPOro B MOpPsAKY
HaAXOIXKEHHS | HIKOIM He 06pobaATK OofHY TpaH3aKLito Agiui. LLlo Bukopuctatn?
A. An Amazon SQS standard queue
B. An Amazon SQS FIFO queue with message group IDs
C. An Amazon SNS standard topic

D. Amazon Data Firehose

25. BiamoBocTiliKicTb
Every image uploaded to Amazon S3 must trigger three independent
processes: thumbnail generation, metadata extraction, and virus scanning.
Each process must receive every event and process it independently, even
if one process is temporarily unavailable. What is the MOST appropriate
architecture?
Ko>xHe 3aBaHTaxkeHe B S3 306pa>keHHs Mae 3anyckaTu TpW He3anexHi NpoLecu:
MiHiaTropW, MeTaZlaHi 1 aHTUBIpYC. KOXXeH Ma€E OTPUMATH KOXHY MOZAitO 1
06pobuTH il He3a1EXHO, HaBITb AKLLO OAMH MPOLEC TUMYAacOBO HEAOCTYMHUNA.
flka apxiTekTypa HalkpaLia?
A. An S3 event notification to a single SQS queue that all three processes
poll
B. An S3 event notification to an SNS topic that fans out to three SQS
queues, one for each process
C. Three S3 event notifications to three Lambda functions without retries

D. An S3 event notification to Amazon Data Firehose



26. BigmoBocrTilikicTb
A company needs a relational database that can survive the failure of an
entire AWS Region with an RPO of about 1 second and an RTO of less than
1 minute. Which solution meets these requirements?
MoTtpibHa pensuiriHa b/l, sika nepexuvBe NagiHHA yinoro perioHy AWS 3 RPO
6113bko 1 cekyHam | RTO MeHLwwe 1 XxBuanHW. Ake pilleHHA NigxoanTs?

A. An Amazon RDS Multi-AZ deployment

B. Amazon RDS with cross-Region automated backups

C. Amazon Aurora Global Database

D. Amazon Aurora with Aurora Replicas in the same Region

27. BigmoBocrTilikicTb
A company needs a disaster recovery strategy for its web application with
an RTO of 10-30 minutes at the lowest possible cost. The database must
be continuously replicated to the DR Region, and the application servers
can be started only when needed. Which DR strategy should be used?
MoTpi6bHa DR-cTtparteris 3 RTO 10-30 xBWAWH i HaliMeHLLO BapTicTro. b/l Mae
nocTiHO pennikyBaTucs B DR-perioH, a cepBepu 3aCTOCYHKY MOXHa 3anyckaTtu
e nig yac aBapii. Aky cTpaterito obpaTtn?

A. Backup and restore

B. Pilot light

C. Warm standby

D. Multi-site active-active



28. BigmoBocrTilikicTb
An application uses Amazon DynamoDB and serves users in North
America and Europe. Users in both Regions must be able to write data
with low latency, and the application must survive a Regional outage. What
should the solutions architect use?
3actocyHok Ha DynamoDB o6cayrosye kopucTyBadyis y iBHIYHIM AMepuLi Ta
€Bponi. B 06ox perioHax Tpeba LIBMAKO 3anmncyBaTh AaHi, a 3aCTOCYHOK MaE
nepexxuTn nagiHHa periony. Lo Bukopucratn?

A. DynamoDB with on-demand capacity in a single Region

B. DynamoDB global tables

C. DynamoDB Accelerator (DAX)

D. DynamoDB Streams with a Lambda function that copies data to a table
in another Region

29. BiamoBocTilikicTb

A legacy application runs on a single EC2 instance and cannot be modified
or scaled horizontally. The company wants the instance to be replaced
automatically if it becomes unhealthy. What is the MOST cost-effective
solution?

Crapwii 3aCTOCyHOK npaLtoe Ha ogHoMy EC2, 3miHtoBaTV abo ropm3oHTaNbHO
MacLiTabyBaTu 1Oro He MOXHa. [HCTaHC Ma€ aBTOMaTMUYHO 3aMiHIOBATUCS, AKLLO
CTaHe He340POoBUM. AKe pilleHHs HaBUrigHiLe?

A. Create an Auto Scaling group with a minimum, maximum, and desired
capacity of 1.

B. Run two instances behind a load balancer.

C. Use a CloudWatch alarm that sends an email to an administrator.

D. Create an AMI of the instance every hour.
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30. BigmoBocrTilikicTb
Many AWS Lambda functions connect to an Amazon RDS for PostgreSQL
database. During traffic spikes, the database runs out of connections.
Which solution addresses this with the LEAST application change?
barato ¢yHkuin Lambda nigkntouarotbes go RDS for PostgreSQL, i nig yac nikiB y
E,ﬂ' 3aKiHl—IyI-OTbCF| 3'€/J,HaHHF|, L|.||O BVIpiUJVITb I'IpO6)'IEMy 3 HaNMEeHLWWMN 3MiHaMK B
3aCTOCYHKY?

A. Use Amazon RDS Proxy between the Lambda functions and the

database.

B. Increase the memory size of the Lambda functions.
C. Migrate the database to Amazon DynamoDB.
D. Add a read replica.

31. BiamoBocrTilikicTb
A company runs an application on EC2 instances in an Auto Scaling group
behind an ALB. Some instances stop responding, but the Auto Scaling
group does not replace them because the EC2 status checks pass. What
should be done?
3actocyHok npautoe Ha EC2 B Auto Scaling group 3a ALB. [lesiki iHCTaHCK
nepecratoTb BignosigaTty, ane ASG ix He 3aMmiHto€, 60 cTaTyc-nepesipku EC2
npoxoaAts. LLlo 3pobutn?

A. Configure the Auto Scaling group to use Elastic Load Balancing health

checks.

B. Enable detailed monitoring.
C. Increase the health check grace period to 1 hour.
D. Replace the ALB with a Network Load Balancer.



32. BigmoBocTilikicTb
A media company stores video files in an S3 bucket in us-east-1. For
compliance, a copy of every new object must be stored automatically in a
bucket in eu-west-1. What should the solutions architect configure?
MegiakomnaHis 36epirae Bigeo B S3 y us-east-1. 3a BUMOramu Korisi KOXXHOro
HOBOro 06'ekTa Ma€e aBTOMaTUYHO noTpanasty B bucket B eu-west-1. Lo
HanalwTysatun?

A. An S3 Lifecycle rule that transitions objects to eu-west-1

B. S3 Cross-Region Replication (CRR), with versioning enabled on both

buckets
C. S3 Transfer Acceleration

D. An AWS DataSync task that runs once a day

33. BiamoBocrTilikicTb

An application runs in two AWS Regions and is accessed through DNS.
Traffic must fail over automatically from the primary Region to the
secondary Region if the primary becomes unhealthy. What should be
configured?

3aCcTOCYyHOK MpaLoE y ABOX perioHax, gocTyn — vepe3 DNS. AkLLo OCHOBHWI

pEerioH cTaHe He340pOBUM, TPadik Mae aBTOMaTUYHO NepenTn B pesepBHUiA. LLLo
HanawTyBaTun?

A. Amazon Route 53 weighted routing with equal weights

B. Amazon Route 53 failover routing with a health check on the primary
endpoint

C. Amazon Route 53 geolocation routing

D. Amazon Route 53 simple routing with two IP addresses



34. BigmoBocTilKicTb
A company is designing a stateless web tier that must scale horizontally.

Where should the user session data be stored? (Choose TWO.) (O6epitb
2)
MpoekTyeTbes stateless Beb6-piBeHb 3 ropn3oHTaNbHUM MacliTabyBaHHAM. [e
36epiratu cecii kopucTyBauis? (ObepiTb ABi BifNOBIA.)

A. Amazon ElastiCache (Redis OSS or Valkey)

B. Amazon DynamoDB

C. The instance store of each web server

D. An EBS volume attached to one web server

E. Amazon S3 Glacier Flexible Retrieval

35. BiamoBocTiliKicTb

A long, multi-step business process calls several AWS services, retries steps
on failure, and includes a manual approval step that can take several days.
Which service should orchestrate the workflow?

[JoBrui 6aratokpokoBuin BisHec-NpoLec BUKANKAE Kinbka cepsiciB AWS,
MOBTOPIOE KPOKM NPW MOMWAKAX i MICTUTb PyYHe CXBaJeHHS, Ake MOXe TpuBaTh
Kinbka AHie. LLlo mae opkecTpyBath npouec?

A. Amazon SQS
B. AWS Lambda with a 15-minute timeout
C. AWS Step Functions Standard workflows

D. Amazon EventBridge Scheduler



36. BigmoBocTilikicTb

A company wants to back up Amazon EC2, Amazon EBS, Amazon RDS,
Amazon DynamoDB, and Amazon EFS resources across many accounts
with a central policy and copy the backups to another Region. The
backups must be protected from deletion, even by administrators. What
should be used?

Tpeba b6ekanutn EC2, EBS, RDS, DynamoDB i EFS y 6aratbox akayHTax 3a
LLeHTpasli30BaHOO MOJIITUKORO i KOMitoBaTK bekanu B iHLWWI perioH. bekanu
MatoTb BYTIW 3axMLLEHI Bij BUAANEHHS HaBiTb agMiHicTpaTopamu. Lo
BUKOPUCTaTL?

A. AWS Backup with backup policies in AWS Organizations, cross-Region
copy, and AWS Backup Vault Lock

B. Custom Lambda scripts that create snapshots in each account

C. Amazon Data Lifecycle Manager only

D. S3 Cross-Region Replication

37. BigmoBocTilkicTb

A company must run a containerized application without managing
servers. The application must scale automatically and run across multiple
Availability Zones. Which solution meets these requirements?

KoHTeliHepHWMIA 3acToCyHOK Tpeba 3amnyckaTi 6e3 KepyBaHHsS cepBepamu, 3
aBTOMaTUYHMM MaclwTabyBaHHAM i B KilbkoX AZ. flke pilleHHA MiAXOANTb?

A. Amazon EC2 instances with Docker installed in an Auto Scaling group

B. Amazon ECS on AWS Fargate with a service spread across multiple
Availability Zones behind an ALB

C. An AWS Elastic Beanstalk single-instance environment
D. AWS Batch on EC2 Spot Instances
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38. MpoayKTMBHICTL

A company has a read-heavy application that uses Amazon RDS for
MySQL. Reports that the analytics team runs slow down the production
database. What is the MOST effective solution?

3aCcTOCYHOK 3 BE/IMKOHO KiJIbKICTHO YMTaHb npautoe Ha RDS for MySQL. 3BiTn
aHaniTVKiB ranbMytoTb pobouy b/l. flke pilleHHsA HaledeKTMBHILLE?

A. Create a read replica and direct the reporting queries to the replica
endpoint.

B. Enable Multi-AZ and send the reports to the standby instance.

C. Increase the storage size of the database.

D. Enable automated backups.

39. MpoayKTUBHicTbL

A gaming application needs a real-time leaderboard that is updated
thousands of times per second and must return the top players with sub-
millisecond latency. Which solution should be used?

lpi noTpibeH nigepbops y peanbHOMY Yaci: TUCAYI OHOB/IEHb 3@ CEKYHAY i TOM
rpaBLiB i3 3aTPUMKOO MeHLUe MinicekyHaw. Lo Bukopucratn?

A. Amazon RDS for MySQL with an index on the score column

B. Amazon ElastiCache for Redis OSS (or Valkey) with sorted sets
C. Amazon S3 with S3 Select

D. Amazon Redshift
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40. MNMpoayKTUBHICTb

An application reads the same items from an Amazon DynamoDB table
very frequently. The company needs microsecond read latency without
significant changes to the application logic. What should be used?

3aCTOCYHOK fiy>ke YacTo UMUTaE OAHi 1 Ti cami enemeHTn 3 DynamoDB. MNoTtpibHa

MIiKpOCeKyHZHa 3aTpMMKa YUNTaHHA 6e3 CyTTEBMX 3MiH Yy NIoTiLi 3acToCyHKy. Lo
BMKOpUCTaTU?

A. DynamoDB Accelerator (DAX)
B. Amazon ElastiCache for Memcached
C. DynamoDB global tables

D. More read capacity units for the table

41. NMpoayKTUBHICTb

A company serves static and dynamic content to users around the world
from an application in us-east-1. Users in Asia experience high latency.
What should the solutions architect do?

3acTocyHoK y us-east-1 BigAa€ CTaTUUHWIA | AUHAMIYHWIA KOHTEHT KOPUCTYBayam
no BcboMy CBIiTy. B A3ii Besvka 3aTpumka. LLlo 3pobutin?

A. Put Amazon CloudFront in front of the application with the ALB as the
origin, and cache static content at edge locations.

B. Increase the size of the EC2 instances.

C. Use Route 53 simple routing.

D. Move the application to a larger ALB.
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42. MNMpoayKTUBHICTb

A multiplayer game uses UDP and needs static IP addresses that clients
can allow-list. Players are worldwide, and the company wants traffic routed
to the nearest healthy Regional endpoint with fast failover. Which service
should be used?

MynbTunaeepHa rpa npayroe no UDP i notpebye ctatnuHmx IP, aki KaieHTu
nopazyTh y whitelist. TpaBLi no BcboMy ¢BiTY; Tpadik Mae MTK 40 HanbamxK4yoro
34,0pOBOro perioHy 3i Wwemakum failover. Aknin cepsic obpaTtn?

A. Amazon CloudFront

B. AWS Global Accelerator

C. Amazon Route 53 latency-based routing

D. Application Load Balancer

43. MNpoayKTUBHICTb

A company needs a shared file system for hundreds of Linux EC2 instances
across multiple Availability Zones. The file system must grow automatically.
Which storage service should be used?

MoTpibHa cninbHa dannosa cuctema ans coteHb Linux EC2 y kinbkox AZ, sika
pocTe aBTOMaTU4YHO. AkniA cepsic 36epiraHHa obpatun?

A. Amazon EBS Multi-Attach
B. Amazon EFS
C. Amazon FSx for Windows File Server

D. Amazon S3 mounted as a block device

23



44. NMpoayKTUBHICTb

A high performance computing (HPC) workload processes large datasets
that are stored in Amazon S3. The workload needs a file system with sub-
millisecond latency and hundreds of GB/s of throughput. Which service is
the BEST fit?

HPC-HaBaHTaxxeHHA 06pobase Benvki gataceTn 3 S3 i notTpebye pannosoi
CUCTEMM i3 3aTPUMKOIO MEHLLIE MiNiCEKYHAMN Ta NMPOMYCKHOR 3AaTHICTHO B COTHI
GB/s. Lo niaxoanTts Harkpate?

A. Amazon EFS with Bursting throughput

B. Amazon FSx for Lustre linked to the S3 bucket

C. Amazon S3 Glacier Instant Retrieval

D. Amazon FSx for NetApp ONTAP

45. MNpoayKTUBHICTb

A database on Amazon EC2 needs 100,000 IOPS with consistent sub-
millisecond latency on a single volume. Which EBS volume type should be
used?

basi gaHux Ha EC2 noTtpi6bHo 100 000 IOPS Ha ogHOMY TOMi 3i cTabinbHOMO
3aTPMMKOIO MeHLLe MinicekyHan. Akunia Tun EBS obpatn?

A. gp2

B. st1

C. i02 Block Express
D. sc1
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46. MNMpoayKTUBHICTb

A company ingests clickstream data from its website at a high rate. Several
applications must process the same data in real time, and the company
must be able to replay data from the last 7 days. Which service should be
used?

CaWT reHepye NOTIK KAiKiB 3 BUCOKOHO LWIBUAKICTHO. Kislbka 3aCTOCYHKIB MaroTb
06p0obaATK Ti caMi faHi B peasbHOMY Yaci, a faHi 3a ocTaHHi 7 AHiB Tpeba MaTtu
3Mory nepeumntaTu. Akunin cepsic obpatn?

A. Amazon Kinesis Data Streams with a 7-day retention period

B. Amazon Data Firehose

C. An Amazon SQS standard queue

D. Amazon SNS

47. MNpoayKTUBHICTb

A company wants to load streaming JSON data into Amazon S3 in Apache
Parquet format for analytics with Amazon Athena. There must be no
servers to manage and minimal custom code. Which solution is the MOST
suitable?

MotokoBuin JSON Tpeba cknagatn B S3 y dopmarti Parquet ans aHanitvkm B
Athena, 6e3 cepBepiB i 3 MiHIMyMOM KOAy. flke pilleHHA HalnKpaLle?

A. Kinesis Data Streams with a custom consumer application on EC2

B. Amazon Data Firehose with record format conversion to Parquet,
delivering to S3

C. Amazon SQS with a Lambda function that writes CSV files
D. AWS DataSync
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48. MNMpoayKTUBHICTb

A company stores petabytes of historical data in Amazon S3 as CSV files.
Analysts run occasional ad hoc SQL queries and complain about cost and
speed. What should be done to improve performance and reduce cost
with the LEAST operational overhead?

MeTabanTu icTOopnUHUX faHux nexkatb B S3 'y CSV. AHanituku iHogi pobaate SQL-
3aMnUTK M CKap>KaTbCs Ha LjiHY Ta WBWAKICTb. K MOKPaLLUTK LWBUAKICTb | 3HU3UTH
BUTPaTK 3 HAMMEHLUVMMMN OMepPaLinHUMK 3yCUansammn?

A. Convert the data to Apache Parquet, partition it, and query it with
Amazon Athena.

B. Load all the data into an Amazon RDS database.

C. Run an Amazon EMR cluster with Hive 24/7.

D. Move the data to S3 Glacier Deep Archive.

49. MpoayKTUBHICTb

A company wants to run SQL queries that join data in its Amazon Redshift
data warehouse with large amounts of infrequently accessed data in
Amazon S3, without loading the S3 data into Redshift. What should be
used?

Tpeba BukoHyBaT SQL-3anuTy, LWLO NOEAHYIOTb AaHi cxoBuLLa Redshift 3
BEIMKMMU 0bCsATaMu PiZKO MOTPIOGHUX AaHMX y S3, He 3aBaHTaXyouu X y
Redshift. LLlo Bukopuctatin?

A. Amazon Athena federated query
B. Amazon Redshift Spectrum

C. AWS Glue DataBrew

D. S3 Select
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50. MpoayKTUBHicTL
An application behind an ALB must route requests to different target

groups based on the URL path (/api and /images). Which feature should
be used?

3acTtocyHok 3a ALB ma€ HanpaBasaTy 3anuTu B pi3Hi target groups 3a waaxom URL
(/api i /images). Iky MOXAMBICTb BUKOpPUCTaTU?

A. ALB path-based routing rules
B. NLB listeners on different ports
C. Route 53 weighted records

D. CloudFront geo restriction

51. MpoaykTUBHicTb
A company runs a CPU-intensive batch video transcoding workload on
Amazon EC2. Which instance family is the MOST appropriate?

Ha EC2 npauto€e nakeTHe nepekoayBaHHS Bifeo, fike C1abHO HaBaHTaxye CPU.
flke CIMENCTBO iHCTAHCIB HaWKpalLle NigxoauTb?

A. R (memory optimized)
B. C (compute optimized)
C. | (storage optimized)

D. T (burstable performance)
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52. MpoaykTUBHIiCcTb

Java-based AWS Lambda functions have high latency on the first
invocation after periods of inactivity (cold starts). Which TWO options
reduce the cold start latency? (Choose TWO.) (O6epiTb 2)

®yHkuii Lambda Ha Java MatoTb BeAUKY 3aTPUMKY NPU NepLIOMY BUKAUKY Micas
npocToto (cold start). Axi ABA BapiaHTu ii 3meHwaTb? (O6epiTb ABI BiaNOBIA.)
A. Configure provisioned concurrency for the functions.
B. Enable Lambda SnapStart.
C. Increase the function timeout.
D. Configure reserved concurrency.

E. Connect the functions to a VPC.

53. Baprictb

A company runs a steady-state workload on EC2 24/7 and expects to run it
for at least 3 years. The company may change instance families and might
move part of the workload to AWS Fargate. Which purchasing option
provides the MOST savings with this flexibility?

CrabinbHe HaBaHTaXeHHs Ha EC2 npautroe 24/7 woHaMeHwe 3 poku. KomnaHis
MO>e MIHATW CIMENCTBa IHCTaHCIB i, MOXINBO, NepeHece YacTHy Ha Fargate. Lo
[,aCTb HalbiNbLLY eKOHOMIKO 3 TAaKOK FHYYKICTHO?

A. On-Demand Instances
B. Standard Reserved Instances
C. Compute Savings Plans

D. Spot Instances
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54. Baprictb
A company runs nightly batch jobs that can be interrupted and restarted.

Each job takes about 3 hours, and start times are flexible. What is the
MOST cost-effective compute option?
LLloHOui BMKOHYOTbCS NMakeTHI 3asadi, ki MOXHa NnepepnBaT i Nepe3anyckaTu.
KosxHa TpuBae 671M3bk0 3 roAuH, Yac ctapTy rHyukuid. Lo HaiBurigHiwe?

A. EC2 Spot Instances (for example, managed by AWS Batch)

B. EC2 On-Demand Instances

C. EC2 Reserved Instances

D. Dedicated Hosts

55. Baprictb

A company stores log files in Amazon S3. The logs are accessed frequently
for the first 30 days and occasionally for the next 60 days. After that, they
must be kept for 7 years for compliance but are almost never accessed.
What is the MOST cost-effective solution?

JNlorn nexatb y S3. Mepuwi 30 AHIB 4O HUX 3BEPTAKOTHCA YacTO, HACTyMnHi 60 —
iHOZAI, @ NoTim ix Tpeba 36epirat 7 pokiB ANA peryaatopa, Mmanxe He
BigkpuBatouu. LLlo HavBurigHiwe?
A. Keep all logs in S3 Standard.
B. Use a lifecycle policy: S3 Standard — S3 Standard-IA after 30 days — S3
Glacier Deep Archive after 90 days — expire after 7 years.

C. Store all logs in S3 One Zone-IA.

D. Store all logs in S3 Glacier Instant Retrieval from the first day.
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56. BapricTtb
Objects in an S3 bucket have unpredictable access patterns: some are

accessed often and others rarely, and this changes over time. The
company wants to optimize storage costs automatically without retrieval
fees. Which storage class should be used?
[octyn po 06'exTiB y S3 HenepenbavyBaHWA: OAHI YMTarOTb YacTO, iHLUI PIAKO, i
LLe 3MiHIETbCA 3 YacoM. Tpeba aBTOMaTUYHO EKOHOMUTU Ha 36epiraHHi 6e3
naaTh 3a OTPUMaHHA JaHuX. AKui knac obpaTtn?

A. S3 Intelligent-Tiering

B. S3 Standard-IA

C. S3 One Zone-IA

D. S3 Glacier Flexible Retrieval

57. Baprictb
EC2 instances in private subnets download large amounts of data from
Amazon S3 and Amazon DynamoDB through a NAT gateway, and the NAT
gateway data processing charges are high. What is the MOST cost-
effective solution?
EC2 y npuBaTHMX Nigmepexkax 3aBaHTaxytoTb Harato gaHux 3 S3 i DynamoDB
yepe3 NAT Gateway, i nnata 3a 06pobky Tpadiky NAT Benuka. LLlo HavBurigHie?
A. Create gateway VPC endpoints for Amazon S3 and Amazon
DynamoDB.
B. Replace the NAT gateway with a larger NAT gateway.
C. Create interface VPC endpoints for Amazon S3 and Amazon
DynamoDB.
D. Move the instances to public subnets and assign Elastic IP addresses.
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58. BapricTb
A company wants to be alerted when its forecasted monthly AWS spend
exceeds $10,000. What should the solutions architect use?

KomnaHia xoue oTpMMaTti CNOBILLEHHS, KON NPOrHO3 MicAYHMX BUTPaT AWS
nepesuwutb $10 000. Lo BukopucTati?

A. AWS Budgets with a forecasted cost alert

B. AWS Cost Explorer reports that are reviewed weekly
C. AWS Trusted Advisor

D. A CloudWatch billing dashboard only

59. Baprictb
A company needs to allocate AWS costs to different departments that
share the same AWS account. What should be done?

Kinbka Bigginis npaurotoTe B ogHOMY akayHTi AWS. Ak po3noginnti Butpatn Mix
Biaainamm?
A. Tag resources with a department tag, activate the tag as a cost
allocation tag, and analyze costs in AWS Cost Explorer.
B. Create a separate VPC for each department.
C. Use the cost optimization checks in AWS Trusted Advisor.

D. Enable detailed monitoring in Amazon CloudWatch.



60. BapricTb

A company's relational (PostgreSQL) database is used only during business
hours on weekdays and is idle at night and on weekends. Which option is
the MOST cost-effective with the least management?

PensuinHa b/l (PostgreSQL) BUKOPUCTOBYETLCSA /iMiLLE B POHOYI rOANHN B ByaHI, a
BHOYI 1 Ha BUXiAHMX NpocTotoe. Lo HamBurigHiWe 3 MiHIMaabHUM
aAMIHICTpyBaHHAM?

A. Amazon Aurora Serverless v2 with a minimum capacity of 0 ACUs
(automatic pause)

B. A provisioned Amazon RDS instance that runs 24/7 with Reserved
Instances

C. PostgreSQL on a large EC2 instance
D. Amazon Redshift

61. BapricTb
Two VPCs in the same Region exchange a large amount of data. Only
these two VPCs need to be connected. Which option is the MOST cost-
effective?
[1Bi VPC B 0ofHOMY perioHi OOMiHIOMTLCS BEIMKMM OBCATOM AaHuy, i 3'eAHaTn
Tpeba nmwe ix. Lo HarBurigHiwe?

A. VPC peering

B. AWS Transit Gateway

C. A Site-to-Site VPN connection between the VPCs

D. AWS Direct Connect
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62. BapricTb
A company has many S3 buckets and wants to find out which data should
move to cheaper storage classes based on actual access patterns before it
creates lifecycle rules. Which feature helps?
Y komnaHii 6arato S3-bucket. MNepeg ctBopeHHsMm lifecycle-npasmn Tpeba
3p03yMiTI/I, AKi ,u,aHi BapTO nepeBecTu B AeUJeBLIJi Kiacu, 3a peaJibHUM AOCTYNOM.
LWo ponomoxe?

A. S3 Storage Class Analysis (and S3 Storage Lens)

B. S3 Transfer Acceleration

C. S3 Object Lock

D. S3 Requester Pays

63. BapricTb

A stateless web application runs on EC2 instances in an Auto Scaling
group. The baseline load is steady, but there are unpredictable spikes.
Which approach is the MOST cost-effective while keeping the application
available?

Stateless-Be63acTocyHok npautoe Ha EC2 B Auto Scaling group. bazose
HaBaHTaXKeHHs cTabinbHe, ane byBatoTb HenepesbavyBaHi niku. Lo
HalBuWrigHiWe 6e3 WKoAN ANs AOCTYMHOCTI?

A. Cover the baseline with Savings Plans or Reserved Instances, and
handle the spikes with Spot and On-Demand Instances in a mixed
instances policy.

B. Use only Spot Instances for all capacity.
C. Use only On-Demand Instances.

D. Use Dedicated Hosts for all capacity.
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64. Baprictb

A company transfers about 20 TB of data per month between its on-
premises data center and AWS. Data transfer costs over the internet VPN
are high, and the company needs consistent network performance. What
should the solutions architect recommend?

LLlomicausa mix aata-ueHTpom i AWS nepesaetbca 6amnsbko 20 TB. Tpadik uepes
VPN B iHTepHeTI Joporunin, a noTpibHa cTabinbHa WemaKicTb Mepexi. Lo
nopekomeHayBaTun?

A. AWS Direct Connect
B. A second Site-to-Site VPN connection
C. S3 Transfer Acceleration

D. Amazon CloudFront

65. Baprictb

A development environment runs on Amazon EC2 and Amazon RDS but is
used only 10 hours a day on weekdays. Which TWO actions will reduce
costs the MOST? (Choose TWO.) (O6epiTtb 2)

CepepoBue po3pobkn Ha EC2 i RDS BukopurcroByeTbes anwe 10 roanH Ha AeHb
y 6yaHi. fAki Bl aii Hanbinblie 3meHwaTb BuTpaT? (ObepiTh ABI BiANOBIA).)
A. Stop the EC2 instances outside business hours on an automated
schedule (for example, EventBridge Scheduler with Lambda).

B. Stop the RDS DB instances outside business hours on an automated
schedule.

C. Purchase 3-year Reserved Instances for the development servers.
D. Enable Multi-AZ for the development database.

E. Move the development servers to Dedicated Instances.



Bignosiai i noAacHeHH#A

1 — B. Ponb uepes instance profile gae Tumuacosi 06nikoBi gaHi, ki
OHOBAOIOTLCA aBTOMaTU4YHO. Knroui IAM-kopuctyBaua (A, C) —
JLOBrOCTPOKOBI, HaBiTb AKLLO nexaTb Y Secrets Manager. Y S3 Hemae
Security Groups, a ny6aiuHumii bucket — gipa B 6e3neLi.

2 — A. SCP obmexye Bcix y member-akayHTax, 30KpeMa aAMiHicTpaTopiB i
root-kopucTyBaua, i ii He MOXHa 06ilTH 3cepeaunHmn akayHTa. IAM-noniTnkm
(B) agmiH akayHTa Moxe 3MiHUTU. Config i Security Hub (C, D) anwe
BUABAAIOTb NMOPYLLUEHHS, a He 3abOPOHAIOTb.

3 — B. IAM Identity Center — cTaHzapTHe pilleHHs AN EANHOTO BXOAY
CniBpobiTHWKIB y 6barato akayHTiB 3 30BHiLWHIM IdP (SAML/SCIM) i
permission sets. Cognito (C) — A414 KOPUCTyBaYiB 3aCTOCYHKIB, a He ANS
poctyny Ao akayHTiB AWS. IAM-kopucTyBaui B KOXKHOMY akayHTi (A) —
6araTto py4Hoi pobotn. Managed AD (D) Tyt 3aiBuin.

4 — B. |dentity Pool o6miHtoe TOokeH Bxoay Ha Tumuacosi AWS-credentials;
B IAM-nositvui 3miHHa ${cognito-identity.amazonaws.com:sub} o6mexye
KOXHOro roro npedikcom. Knroui B 3actocyHky (A, D) — Henpunyctumo.
User Pool cam no cobi AWS-knatouis He Buaae (C).

5 — B. SSE-KMS 3 customer managed key: KO>XXHe BUKOPUCTaHHS Kjtoua
BmaHo B CloudTrail, a goctyn kepyetbes key policy. SSE-S3 (A) He aae
OKPEeMOro ayamuTty i KoHTposto karoua. ¥ SSE-C (C) knrouem Kepye KIEHT,
AWS 1ioro He 36epirae. D — cknagHo  HebesneyHo.

6 — B. Secrets Manager mae BbygoBaHy aBTOMaTU4UHy poTauito ans RDS, a
3aCTOCYHOK Lwopa3y bepe akTyanbHU cekpeT. Parameter Store (A) He Mae
BOysoBaHoi poTaLii. C — camopobHuin ckpunt. KMS (D) kepye katouamm
wndpyBaHHs, a He napoaamu fo b/,




7 — A. WAF npautoe Ha piBHi 7: rotoBi npaBuaa Big SQL injection i rate-
based rule, wo obmexye 3anutn 3 ogHoro IP. Y Security Group Hemae
Deny-npasun (B). Shield Standard (C) y>ke BBiMKHeHWI | 3axumwiae Big DDoS
piBHIB 3—4, a He Big SQL injection. NLB (D) He dinbTpye HTTP.

8 — B. NACL nigtpumye Deny i gie Ha Bcro nigmepexy. Security Group BMi€E
nvwe Allow (A). BuganenHs IGW (C) 3namae Becb goctyn. DNS Firewall (D)
odinbTpye DNS-3anmTn 0 AOMeHIB, a He BXigHWUA Tpadik 3 IP.

9 — B. Gateway endpoint go S3 6e3kowWwTOBHMI, TPadik He ae Yepes
iHTepHeT i NAT. A — He ToI cepsic. C noripwye 6e3neky. VPC peering i3 S3
Hemoxameun (D).

10 — B. ¥YmoBa aws:SourceVpce y bucket policy nponyckae navwe 3anutm
yepes KoHKpeTHU endpoint. ¥ S3 Hemae Security Groups (A). Block Public
Access (C) He 610Kkye aBTEHTUdIKOBaHI 3annTu 3 iHTepHeTy. Object Lock (D)
3axMLLaE Bif BUAANEHHS, @ HE KOHTPOJIOE MEPEXEBUIA AOCTY.

11 — C. Security Hub 36upae 3Haxigkmn GuardDuty, Inspector, Macie Ta
iHWwWX i nepeBipse ctaHgaptu (CIS, PCI DSS, AWS Foundational Security
Best Practices). Config (A) — koHdirypauii pecypcis. Detective (B) —
po3cnigyBaHHs. Trusted Advisor (D) — 3aranbHi pekoMeHaadji.

12 — A. Macie 3a gonomoroto ML 3HaxoanTb uyTamsi gaHi (PIl) B S3.
GuardDuty (B) wykae 3arpo3u, Inspector (C) — Bpa3nnBocTi B
EC2/ECR/Lambda, Audit Manager (D) 36upae gokasn ana ayaury.

13 — C. CloudHSM — BugineHnit HSM, knroui NOBHICTHO Mig KOHTPOJAEM
knieHTa. KMS (A) — kepoBaHuii MynbTUTEHaHTHWIA cepBic. Secrets Manager
(B) 36epirae cekpetn, ACM (D) — ceptudikatu.



14 — A, C. ALB y nybniuHunx niamepexax, cepsepu 1 bl — y npuBaTtHmx
(A), a SG 6a3u nyckae anwe SG Bebcepsepis (C). My6niyHi IP ana BA, (B) i
BCE B OAHIV ny6niyHin nigmepexi (D) BigKpMBatoTb JOCTYN 3 iIHTEPHETY.
NAT Gateway (E) sa€ nviie BUXiZHUI AOCTYM, HE BXIAHWUNA.

15 — A. ACM 6e3k0oLTOBHO BMAAE NybaivHi cepTnudikaTti i1 aBTOMaTUYHO
ix noHoBAtOE, 3 ALB iHTerpauia BbysoBaHa. B i D BumaratoTb pyyHoi
poboTtn. CamonignucaHomy ceptudikaty (C) 6pay3epu He AOBIpPAOTb.

16 — B. Y compliance mode HixT0, HaBiTb root, He BUAaNUTb | He 3MIHUTb
06'ekT 0 KiHUs cTpoky. Governance mode (C) MOXHa 06iT 3 0COHAMBUM
no3sonom. Bucket policy (D) agMmiHicTpaTtop Moxe 3MiHWTUK. Versioning +
MFA Delete (A) ycknagHto€ BUAaNeHHS, ane He 3abOPOHSE Moro.

17 — B. Session Manager gae goctyn go shell 6e3 Biakputx nopTi. i
6actioHi, cecii noryrotbcs B S3/CloudWatch. A noTtpebye BigkpuToro nopty
22 i ny6niyHoro IP. C — yce oaHo SSH i BigkpuTnin nopt. D — ans
aBapifHOI AiarHOCTMKK, He A1A WOoAEeHHOT poboTw.

18 — B. Kpoc-akayHTHa poAb 3 ymoBoto sts:Externalld y trust policy —
cTaHaapTHWI 3axucT Big confused deputy ans TpeTix cTopiH. Karoui (A) i
root (D) — Henpunyctumo. [logaBaTh Yy>XXnin akayHT B opraHisauito (C) He
Tpeba.

19 — A. «EBS encryption by default» aBTomMaTuHO Wndpye BCi HOBI TOMM
B perioHi. B avwe pearye noctdaktym, a BUanatm tomm — noraHo. C
BMMarae 3aMiHtoBaTu wabnoHun. SSE-S3 (D) — ans S3, He ans EBS.

20 — B. SCP 3 ymoBoto aws:RequestedRegion LieHTpani3oBaHo 3a60pOHsiE
iHLUi perioHn Ana BCix akayHTIB (414 rnobanbHUxX cepsicis, Ak IAM, pobaatb
BUHATKM). IAM-noniTvkn B KOXXHOMY akayHTi (A) — Barato po6oTu, i ix
MoxkHa 3MiHuTK. Config (C) anwe cnosiwae. Endpoint policies (D) TyT Hi o
yoro.



21 — A. ALB + ASG y kinbkox AZ + RDS Multi-AZ npubupatotb eguHy
TOUKY BiAMOBW 3 MiHIManbHUMK 3MiHaMu (MySQL anwaetbcs MySQL). B —

ue 6ekan, a He BMcoka JocTynHicTb. C i D — yce Lie oanH cepBep B OfHi
AZ.

22 — A. SQS 36epirae noBigoMaeHHs (8o 14 gHiB) i 3rnagxye niku;
BOpKepw 3abupatoTsb ix y cBOeEMy Temni, a ASG mMacliTabye ix 3a JOBXUHOK
yepru. SNS (C) He 36epirae NOBIZOMIEHHS, SKLLO OAep>KyBay
HeZocTynHWI. B He Bupiwye npobaemy nikis. Instance store (D) BTpayae
JaHi.

23 — A. fAkwo obpobka gosLua 3a visibility timeout, noBigomMaeHHs 3HOBY
CTa€e BUAMMUM i oro bepe iHWMIA cnoxnsay. Tpeba 36inbwmnTy timeout.
Long polling (B) nnwe 3meHwye nopoxHi 3anut. C i D He BNAnBatoTh Ha
NOBTOPHY 06p0o6KYy.

24 — B. FIFO-uepra rapaHTye NOpPAAOK y MeXax message group i 06pobky
PiBHO oAMH pa3 (aeaynnikauis). Standard (A) moxe aybatoBaTh i1 MiHATK
nopsgok. SNS standard (C) nopsagok He rapaHTye. Firehose (D) — goctaBka
B CXOBWLLLA, @ He Yepra TpaH3aKLil.

25 — B. Fan-out SNS - kinbka SQS: y KOXHOro npouecy cBOs Yepra, BiH
OTPUMYE BCi NOAii 1 06p06Is€ X HE3aNEXHO, HaBITb MiCAs TMMUYaCOBOrO
360t0. 3 ogHiel uepru (A) KOXKHE MOBIAOMIEHHS OTPUMAE NNLLE OAUH
cnoxuBad. C — 6e3 bydepa  NOBTOpPIB NoAil MoXxHa BTpaTuTu. Firehose
(D) — ans foCTaBKM B CXOBMLLA.

26 — C. Aurora Global Database pennikye Ha piBHi CxOBMLLa B iHLUI
PEerioHu i3 3aTPMMKOHO 3a3BMUYail 40 1 ¢, a NepeMrKaHHsA 3aiMae MeHLUe
XBUAMHW. Multi-AZ (A) i pennikun B ToMy X perioHi (D) He 3axuLatoTb Big
nagiHHs perioHy. bekanu (B) gatoTb Habarato 6inblwi RPO/RTO.



27 — B. Pilot light: y DR-perioHi nocTinHO npaLtoe avLe «aipo»
(pennikoBaHa B/l), a cepBepw 3anyckaroTbca npu aBapii — RTO gecATkm
XBWAWH i HW3bKa BapTicTb. Backup & restore (A) — roamHn. Warm standby
(C) i active-active (D) sopoxkui.

28 — B. Global Tables — multi-active pennikauis Mix perioHamu: 3anuc i
UMTaHHSA JIOKaNbHO, CTINKICTb A0 NagiHHA perioHy. DAX (C) — keww y mexax
perioHy. D — camopobHa pennikauis 3 KOHGAIKTaMu 1 3aTpuMKamm. A —
OAMH PETioH.

29 — A. ASG 3 min = max = desired = 1 aBTOMaTMUyHO 3aMiHHO€
He30POBWUIA IHCTAHC i HE 3MIHIOE apXITEKTYpPY 3aCTOCYHKY. B — 3acTocyHok
He niATpUMYye MacluTabyBaHHS, i ue gopoxye. C — pyyHa poboTta. D —
Nnwe Bekan.

30 — A. RDS Proxy Tpuma€e nyn 3'efHaHb i MOBTOPHO iX BUKOPUCTOBYE;
3MiHIOETbCA e endpoint. MNam'saTe Lambda (B) He BnavBae Ha KinbkicTb
3'eaHaHb. DynamoDB (C) — Benwuka nepepobka. Read replica (D) He
JOMOMOXKe 3'€AHaHHAM Ha 3anuc.

31 — A. 3a 3amoBuyBaHHAM ASG AMBUTLCA AunLle Ha cTaTyc EC2. 3 ELB
health checks ASG 3amiHto€ iHCTaHCK, sKi He BiANOBIAatOTb
6anaHcyBanbHUKY. B nnwe yactiwe 36mpae metpukm. C e binblie
3aTpumac 3aMiHy. D Hi4oro He 3MiHHOE.

32 — B. CRR aBTOMaTMYHO KOMitOE HOBI 06'€KTW B iHLLWIA PEriOH, ANs Hel
noTpibeH versioning Ha 0box bucket. Lifecycle (A) He nepeHOCUTb MixX
perioHamu. Transfer Acceleration (C) npuwBMALLYE 3aBaHTaXEHHS, a He
penikye. DataSync pa3s Ha geHb (D) — He «KOXeH HOBUI 06'eT
aBTOMAaTUYHO»,



33 — B. Failover routing + health check: noku primary 3goposui, Tpadik
ine Tyamn, npu 360i — Ha secondary. Weighted (A) ginntb Tpadik Hasni.
Geolocation (C) — 3a kpaiHoto kopuctyBaya. Simple (D) He mae health
checks.

34 — A, B. [1ns stateless-cepBepiB cecii BAHOCATb Yy CNijibHE LUBUAKE
cxoBue: ElastiCache (Havwsumale) abo DynamoDB (3 TTL). Instance store i
EBS (C, D) npuB'sa3aHi 0 OA4HOro cepBepa, TOX Npu MaclTabyBaHHI cecii
ryénsatbcs. Glacier (E) — apxiB 3 #O0CTyNOM 3a XBUANHWN abo roguHu.

35 — C. Step Functions Standard npaurotoTs 40 poKy, MatoTb retry/catch i
BMitOTb YekaTu pyyHoro cxBasneHHs (callback 3 task token). Lambda (B) —
mMakcumyM 15 xB. SQS (A) — uepra, a He opkecTpaTtop. Scheduler (D) —
3anyck 3a po3KaaZoM.

36 — A. AWS Backup ueHTpanizye 6ekanu 6aratbox CepBicCiB i KOMIitOE ix
MiX perioHamu # akayHTamu, a Vault Lock (WORM) He aae Buganuntu
6ekanu HaBiTb agMiHicTpaTopy. B — BnacHun koa. DLM (C) — anwe
cHanwoTu EBS i AMI. CRR (D) — nnwe ana S3.

37 — B. ECS Ha Fargate — koHTelMHepu 6e3 cepBepiB; CEPBIC PO3MOAINSE
3agavi Mixx AZ i macwtabyeTbca aBTOMaTUYHO. A BUMarae kepyeatn EC2. C
— OZVH iHCTaHC, 6e3 BUCOKOI gocTynHocTi. Batch (D) — ana nakeTHMX
3ajiay, a He Ans NOCTIMHOro Bebcepsicy.

38 — A. Read replica 3Himae unTaHHsA 3 ocHoBHOI b/l 3BiTW AYTb Ha
endpoint peniku. Standby y Multi-AZ (B) He npuiimae 3anuTiB. C i D He
PO3BaHTaXYyHTb YNTAHHS.

39 — B. Sorted sets y Redis/Valkey cTBopeHi came ans nigepbopais:
OHOBAEHHS | BMBip Ton-N 3a MikpocekyHAU-MinicekyHamn. RDS (A)
noBiAbHIWWRA nig Takmi notik. S3 (C) i Redshift (D) — He ana peanbHoOro
yacy.
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40 — A. DAX — kew y nam'ati came gna DynamoDB i3 cymicHum API:
MiKpocekyHaAM 1 MiHiMyM 3MiH. ElastiCache (B) Bumarae nucatu soriky
kewwy. Global tables (C) — mMynbTu-perioH, a He Kew. binbwe RCU (D) He
[AacTb MiIKPOCEKYHA,

41 — A. CloudFront keluye ctaTvky Ha edge-nokaLisx mopyy i3
KopucTyBavamu i NPULLBUALLYE ANHAMIYHUI KOHTEHT mepexketo AWS. B i D
He 3MeHLUYHOTb BiACTaHb f0 kopucTtyBauis. Simple routing (C) Hiuoro He
NPULLBUALLIYE.

42 — B. Global Accelerator gae 2 ctatnuni anycast IP, niatpumye UDP i
wemako nepemukae perionn. CloudFront (A) — ans kewy HTTP(S). Route
53 (C) 3anexwutsb Big DNS-kewy i He pae ctatnuHumx IP. ALB (D) He
nigTpymye UDP i He mae cTtatnyHmx IP.

43 — B. EFS — cninbHa NFS-danosa cuctema ans Linux y Kinbkox AZ,
pocTte aBTOMaTn4HO. EBS Multi-Attach (A) — nunwe io1/io2 B ogHin AZ i go
16 iHcTaHciB. FSx for Windows (C) — SMB ana Windows. S3 (D) — 06'ekTHe
CXOBWLLE, @ He 6N0YHMI NPUCTPIN.

44 — B. FSx for Lustre ctBopeHa ans HPC i ML: BesivuesHa nponyckHa
34aTHICTb | cy6-MinicekyHAHa 3aTpuUMKa, iHTerpadia 3 S3. EFS (A)
nosinbHiwa ans HPC. Glacier (C) — apxis. ONTAP (D) — yHiBepcasibHe
KopropaTVBHe CXOoBULLe, He Halkpale ans HPC.

45 — C. io2 Block Express gae o 256 000 IOPS i3 cy6-minicekyHAHOO
3aTpumkoro. gp2 (A) — makcumym 16 000 IOPS (HaBiTb gp3 — go 80 000).
st1isc1 (B, D) — HDD ana nocnigoBHOro umtaHHs, a He ans IOPS.

46 — A. Y Kinesis Data Streams kifibka CroXWBauiB YATatOTb TON CAMUI
MOTIK Yy peasbHOMY 4aci, a 36epiraHHs Mo>XHa 36inblwnTK (80 365 AHIB) i
nepeuntatu gaHi. Firehose (B) nuwe pgoctaense, replay Hemae. Y SQS (C)
MOBILOMNEHHS BUAANAOTLCA Micis 06pobKM i AicTaroTbCs Of4HOMY
cnoxwmayy. SNS (D) He 36epirae.
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47 — B. Firehose — kepoBaHa sfocTaBka B S3 3 BOyg0BaHO0
koHBepTauiero JSON — Parquet (3a cxemoro 3 Glue Data Catalog). Ai C
notpebytoTb BaacHoro kogy. DataSync (D) nepeHocutb daiian, a He
MOTOKMW.

48 — A. B Athena nnatuw 3a obcsr ckaHyBaHHS; KOJIOHKOBWI Parquet i
napTu1Lii CKOpOUyHOTb CKaHyBaHHA B pa3u — i weuALe, i geweswwe. RDS (B)
He ans netabantis. EMR 24/7 (C) — poporo i cknagHo. 3 Deep Archive (D)
3anuTK CTaHyTb HEMOXXINBUMMW.

49 — B. Redshift Spectrum go3Bossie 3anuTyBaT AaHi B S3 npsmMo 3
Redshift i noegHyBaTh ix 3 Tabanysamum cxosuuia. Federated query B Athena
(A) — 3 6oky Athena, a He Redshift. DataBrew (C) — nigrotoBka gaHux. S3
Select (D) He pobuTb JOIN i 3aKpUTUA 415 HOBUX KAIEHTIB.

50 — A. ALB npauto€ Ha piBHi 7 i MapLUpyTM3YE 3a LUAAXOM, XOCTOM,
3aronioBkamu. NLB (B) — piBeHb 4, wasaxiB He 6aunTb. Weighted routing (C)
AinnTb Tpadik y Bigcotkax. Geo restriction (D) 6n10kye kpaiHu.

51 — B. C-cimerictBo ontumizosaHe nig CPU: kogyBaHHA Bigeo, nakeTHa
06pobka, HPC. R — nig nam'satb, | — nig wenaki nokansbHi gucku, T — aas
HeperyasapHoOro HeBesIMKOro HaBaHTaxeHHsa 3 CPU-kpeantamu.

52 — A, B. Provisioned concurrency TpuMae Nporpiti cepesoBuLLa, a
SnapStart WBWAKO BiZHOBAIOE BXeE iHiLianizoBaHWI 3HIMOK (Java). Timeout
(C) He BnamBae Ha cTapT. Reserved concurrency (D) avwe pe3epBye 1
obMmexye KinbKictb BUKOHaHb. VPC (E) cTapT He NpULLBUALLIYE.

53 — C. Compute Savings Plans gatoTb Benunky 3HMXKY 3a 3060B'A3aHHS
BUTpayat $/rog i AitoTb Ha ByAb-sKe CIMEICTBO, PEriOH, a TaKOX Ha
Fargate i Lambda. Standard RI (B) npus'sizaHi go cimelictea. Spot (D)
MOXYTb nepepsaTtnca. On-Demand (A) — HaVgopOXUNiA.



54 — A. lNepepwuBHi 3agayi 3 THYYKMM YacoM ifieanbHO NAratoTb Ha Spot
(8o 90% 3HmxKM), a AWS Batch cam kepye yepramu i Spot. On-Demand (B)
aopoxxunia. Rl (C) — ansa noctiiHoro HaBaHTaxeHHs. Dedicated Hosts (D)
— HaMZOpPOXYE, AN NiLLEH3IN.

55 — B. Lifecycle nepeBoauTtb faHi B felesLi knacu 3 Bikom: 1A ans
pigkoro goctyny, Deep Archive — HangelueBlue foBre 36epiraHHs,
expiration Buganse yepes 7 pokis. A — goporo. C — pu3unk BTPaTUTK AaHi
pa3om 3 AZ i Hemae apxiBHOro piBHsA. D — ana vactoro goctyny B nepuwi 30
aHiB Glacier Instant Retrieval goporuin Ha unTaHHs.

56 — A. Intelligent-Tiering cam nepeHOCUTb 0B'EKTU MiX PIBHAMMN 3aN1€XKHO
BiJ 4OCTyNy i He Bepe NaaTh 3a OTPUMaHHA (1ULLe HEBENWKY MAaTy 3a
MOHiTopuHr). Standard-IA i One Zone-IA (B, C) MatoTb nnaTy 3a OTpUMaHHs.
Glacier Flexible (D) — apxiB 3 o4ikyBaHHAM.

57 — A. Gateway endpoints gns S3 i DynamoDB 6e3KOLUTOBHi 1
npunbupatoTsb Len Tpadik 3 NAT. Interface endpoints (C) nnaaTHi (3a rogunHy i
3a I'b). B Hiyoro He ekoHoMUWTb. D noriplye 6e3neky.

58 — A. AWS Budgets Haacunae cnosileHHs, Koau ¢pakTnyHi abo
NPOrHo3oBaHi BUTpaTh nepesuLytoTb nopir. Cost Explorer (B) — aHani3
6e3 aBToMaTM4HMX crosiweHb. Trusted Advisor (C) — pekomeHgau;ji.
Jaw6opg (D) nvwe nokasye aaHi.

59 — A. Tern + aktuBauisa cost allocation tags y Billing go3sonstots
6auntun BuTpaTK 3a Bigainamum B Cost Explorer i CUR. Okpewmi VPC (B) He
po3ginatotb paxyHok. C i D He gatoTb po3noginy BUTpaT.

60 — A. Aurora Serverless v2 MaclUTaby€eTbCA 3@ HaBaHTaXEHHAM | MOXe
«3acmHatn» (0 ACU), koam HeMae 3'eHaHb, — YHOUI MAaTuLL auLle 3a
cxoBuwe. B nnatute 24/7. C — pyuHe agmiHicTpyBaHHsA. Redshift (D) — ans
aHaniTnkun, a He ana OLTP.
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61 — A. [1na geox VPC peering HalAeLleBLUWIA: HEMAE NOTOAMHHOI NAaTK i
nnaTtu 3a 06pobky koxHoro b, sk y Transit Gateway. VPN (C) i Direct
Connect (D) — pns 3'€AHaHHA 3 on-prem i ZOPOXKUi.

62 — A. Storage Class Analysis aHani3ye, ik 4acTo UMTaKOTb AaHi, i NigKa3ye,
konu nepesoautu ix y Standard-IA; Storage Lens gae ornsg BUKOpUCTaHHS i
BUTpaT. PeluTa BapiaHTIB A4OCTYN He aHaNi3ye.

63 — A. MNocTiliHy 6a3y BurigHo 3akputn Savings Plans a6o R, a nikn —
Spot (zeweso) i On-Demand (HaginHo) Yepe3 mixed instances policy.
Jnwe Spot (B) pm3unkye goctynHictio. Jinwe On-Demand (C) gopoxxue.
Dedicated Hosts (D) — Hagopoxxuye.

64 — A. Direct Connect gae ctabinbHy NponyckHy 3AaTHICTb i AeLleBLIniA
BUXigHUN Tpadik Ans Bennkmx nocTinHux obcsris. Apyra VPN (B) Bce ogHo
nae vepes iHtepHer. Transfer Acceleration (C) npuwBMALLYe 3aBaHTaXXeHHS
B S3 3a gogaTkosy naaty. CloudFront (D) — ans AOCTaBKW KOHTEHTY
KopurCTyBayvaMm.

65 — A, B. Pecypcw, siki npaytototb ~50 rogamH i3 168 Ha TuxaeHb,
HaMBUWTigHILLE BUMUKATK 3@ PO3KAaA0M — TOAi MAaTULL AnLe 3a poboui
roAMHU (CXOBULLLE OMNaYvyeTbC OKpemo). RDS MoxHa 3ynuHATH Jo 7 AHIB.
RI (C) — ans pobotun 24/7. Multi-AZ (D) i Dedicated Instances (E) anwe
AOJasyTb BATPAT.
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